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Needs a minimum of 10 characters in length. 

Must include 1 capital letter. 

Must include 1 number. 

Must include a special character. The Special character cannot be used at the beginning of the password only

“within or at the end” of the password.  

Do not use these special characters (-, ~, |).  

New password cannot contain either your first or last name. 

New password cannot contain your company name. 

New password cannot contain the word “password”.  

New password cannot be a password that has been previously used within the past 12 months.  


