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Purpose

Normal OAuth requires user input user/password for authentication. Obviously, it is not suitable for background
service. In this case, you can use the OAuth 2.0 client credentials grant, sometimes called two-legged OAuth, to access
web-hosted resources by using the identity of an application. It only works for Office365 users, it doesn’t work for
personal Hotmail accounts.
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Create your application in Azure Portal

To use Microsoft/Office365/Live OAuth (Modern Authentication) in your application, you must create an application in
Azure Portal.

You can use any Microsoft user to create the application, it doesn't require the application owner to be an
administrator in your Office365 domain. However, your Office365 administrator must authorize the application to
access the user mailbox.

e Signinto the Azure portal using either a work or school account or a personal Microsoft account.

e |f your account gives you access to more than one tenant, select your account in the top right corner, and set your

portal session to the Azure AD tenant that you want.
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e Inthe left-hand navigation pane, select the Azure Active Directory service, and then select App registrations -

> New registration

Users

Register an application

&
& Groups

U0 Basmal identities
* Name
&, Roles and administrz . . 3 mthea < .
The user-facing display name for this application (this can be changed later).

A Administrative units

| My test application|

& Enterprise applicatio

Cd Devices To access user in other
Supported account types Sipy e -
organizations or Microsoft
= Who can use this application or access this API7 personal account, you need to
(& Identity Governance e o , : verify publisher later
(®) Accounts in this organizational directory only (emailarchitectnet only - Single tenant) :

B Application proxy — :
i pro%y () Accecunts in any organizational directory (Any Azure AD directory - Multitenant)

o H ¢ . . . ~

2 Licenses (O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, X

oy o O Personal Microsoft accounts only
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Single tenant and multitenant in account type

When the register an application page appears, enter a meaningful application name and select the account type.
Select which accounts you would like your application to support.

e If your application only supports the users in your directory or organization, please select Single tenant type;

e |f your application needs to support all users in Office 365 and Microsoft personal accounts (hotmail.com,

outlook.com), please select Multitenant type, and you must verify publisher.

Because we just need to support Offic365 user in our organization, select Accounts in this organizational directory

only (single tenant).

Do not select supporting Microsoft personal account, because there is no way to access Microsoft personal account in

background service.

If you don't verify publisher for a multi-tenant application, your application will not request an access token

successfully.
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APl Permissions

e Click API Permission -> Microsoft Graph -> Delegated Permission -> User.Read.
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e Click API Permission -> Microsoft Graph -> Application Permission -> Mail.Send, Mail.ReadWrite.

e Click APl Permission -> Add a permission -> APIs in my organization uses -> Office 365 Exchange Online -

> Application Permission -> Other permission -> full_access_as_app, IMAP.AccessAsApp and POP.AccessAsApp.

Request API permissions

Select an API

Microsoft APls APIs my organization uses | My APls

Apps in your directory that expose APIs are shown below

A Start typing an APl name or Application ID

Here is a permissions list:

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of t
all the permissions the application needs. Learn more about permissions and consent

= Add a permission /' Grant admin consent for appmail
API / Permissions name Type Description

v Microsoft Graph (3)

Mail.ReadWrite Application Read and write mail in all mailboxes
Mail.Send Application Send mail as any user
User.Read Delegated  Sign in and read user profile
v Office 365 Exchange Cnline (3)
full_access_as_app Application Use Exchange Web Services with full access to all n
IMAP.AccessAsApp Application IMAP.AccessAsApp
POP.AccessAsApp Application POP.AccessAsSApp
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Client ID and Client Secrets

Now we need to create a client secret for the application, click Certificates and secrets -> client secrets and add

anew client secret.

Client secrets

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password

I-+ New client secret I

Description Expires Value ID

Verified Test 12/31/2269 A 1f35?46‘."1

After client secret is created, store the client secret value to somewhere.
Please store client secret value by yourself because it is hidden when you view it next time.
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Branding and verify publisher

Only do this setup if you are using multitenant. Now we click Branding, you can edit
your company logo, URL and application name. If your application supports multitenant (access user in all Office 365
and Microsoft personal account), you must complete the publisher verification.

If the application only accesses the accounts in your organization, you can skip publisher verification.

It is not difficult, you can have a look at publisher verification. After publisher verification is completed, your branding is
like this:
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=2 Oauth Multitenant Test (EmailArchitect) | Branding =

e

Search (Ctrl+/) | « ] Save SCal / Got feedback?

B Overview

Name* (1) | Cauth Multitenant Test (EmailArchitact)
& Quickstart
’ < : Logo None provided
&  Integration assistant
Upload new logo © | Select a file
Manage
= Branding Home page URL @ | https://wvnv.emailarchitect.net
D Authentication Terms of service URL @ | e.g. https://myapp.com/termsofsenvice

Certificates & secrots
Privacy statement URL (® | e.g. https://myapp.com/privacystatement

:l:' Token configuration
Publisher domain () emailarchitect.net

. e g . :
AP| permissions his domain will appear on the application’s consent screen,

@ Expose an AP Learn more about publisher domain ¢f

I App roles | Preview Publisher verification

£ owners Associate a verified Microsoft Partner Center (MPN) account with your application. A ve
vanous places, including the application consent screen. Learn more

w Roles and administrators | Preview

. MEN ID Your MPN ID

M Manifest
Publisher display name % Adminsystem Software Limited

Sunnoci e Toublechootiog J

You must complete the publisher verification for multi-tenant application, otherwise, your application will not request
access token correctly.
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Client ID and tenant

Now you can click Overview to find your ClientID and tenant.
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B Overview o Got a second? We would love your feedback on Microsoft identity platform (pre

& Quickstart

« = = s
# Integration assistant ~ Essentials

Display name » Office365 Service Account Test (AdminSystem)

Manage
Application (client) ID : 8F54719b-4070-41ae-91ad-t48e3¢c793¢5F
B2 Branding & properties
Object ID 1 520715de-8170-48b5-acad-2l1295650649%¢

—3 Authentication _
Directory (tenant) ID : 79a42¢6f-5a9a-439b-a2ca-7aalbBed9776

ifi _
Fediiedies Stscnals Supported account types : All Microsoft account users

IIE S =
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Grant admin consent

To use your application to access the user mailbox in Office365 domain, you should get admin consent by Office365
domain administrator.

e If you created the application and you're the Office365 administrator:

In APl Permission -> "Click grant admin consent for ..." to grant consent to the application.

e If you created the application and you’re not the Office365 administrator:

send the link to Office365 administrator, please change client_id to yours

https://login.microsoftonline.com/common/adminconsent?client_id=8f54719b-4070-41ae-91ad-
f48e3c793xyzf&state=12345&redirect_uri=https://login.microsoftonline.com/common/oauth2/nativeclient

e Administrator can open above link in web browser, if administrator agrees with the permissions the application

requires, grant consent. If not, click cancel or close the window.
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== Microsoft

Permissions requested
Review for your organization

Office365 Service Account Test (AdminSystem)
unverified

This application is not published by Microsoft or
your organization.

This app would like to:

\v/ POP.AccessAsApp

v |IMAP.AccessASApp

Use Exchange Web Services with full access to all
mailboxes

Sign in and read user profile
Read and write mail in all mailboxes

Send mail as any user

e Administrators can change/cancel the permissions by Signing in to the Azure Portal ->

Select Azure Active Directory then Enterprise applications.
e After the administrator grants consent, the web browser will redirect to the following URL, and send tenant value

to the application developer.

https://login.microsoftonline.com/common/oauth2/nativeclient?admin_consent=True&tenant=7%9a42c6f-5a%9a-439%b-
a2ca-7aalb0ed97xyz&state=12345

After the administrator authorized the permissions, you can use the application to access any user’s mailbox in
Office365 domain by EWS or Graph API.


https://login.microsoftonline.com/common/oauth2/nativeclient?admin_consent=True&tenant=79a42c6f-5a9a-439b-a2ca-7aa1b0ed97xyz&state=12345
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Grant consent on behalf of a specific user

Instead of granting consent for an entire organization, an admin can also use the Microsoft Graph API to grant consent
to delegated permissions on behalf of a single user. For a detailed example that uses Microsoft Graph PowerShell, see
Grant consent on behalf of a single user by using PowerShell
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Limit user access to an application

User access to applications can still be limited, even when tenant-wide admin consent has been granted. Configure the
application’s properties to require user assignment to limit user access to the application. For more information, see
Methods for assigning users and groups.

For a broader overview, including how to handle other complex scenarios, see Use Azure AD for application access
management.
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Create email connector

In MediaGateway, navigate to Universal Connector -> Connector -> Add. Enter a Connector Device Name and select
Email for the Connector Type. Click OK.

Add a new Email

Connector Device Name: |03650AUTH

Connector Type: Email

For the Format Type, choose O365 OAUTH. Email User will be the email that has an active inbox that you want to
monitor. Tenant Id will be the tenant Id from your app registration. Client Id will be the client Id from your app
registration. Client Secret will be the client secret from your app registration.


https://boldgroup.lightning.force.com/lightning/r/Knowledge__kav/ka06g0000026XwAAAU/view#Contents
https://learn.microsoft.com/en-us/azure/active-directory/manage-apps/grant-consent-single-user
https://boldgroup.lightning.force.com/lightning/r/Knowledge__kav/ka06g0000026XwAAAU/view#Contents
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-access-management
https://boldgroup.lightning.force.com/lightning/r/Knowledge__kav/ka06g0000026XwAAAU/view#Contents

Common Servers:

¥l Format Type:

Email User
Tenant |d:
Client Id:

Client Secret:

Email Folder:

Test

test@yourdomain.com

0a3e62bf-aad4-45§3-8bd0-
6d3106554f0e
2567e5af-9cdf-4b2e-91fa-
d409326392ea

Inban

[~ Process multiple attachments as separate signals

[T Remaove line breaks in email body

Test your connector by clicking the Test button. A successful test will look like this.

Info

o Connection Successful

Click Update then File->Save.
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Create datamap

Create a Data Map to parse/process your data. UniversalConnector->Data Map
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| ——
- Add Remove EMAILPIC v Mapping Type: | Separator v
Formatting  Pre-processing
Total Number of Fields: 6 Separator: |- v Signal Type: | Signal v | Event Type:
v| Add subject to start of final signal I” Combine excess data into last field
Add current message body to final signal ©
v Add attachment contents to final signal »
Add filename to final signal ©
Position Operation Field Value
» Mapped Field Ll Transmitter |D ﬂ
2 Mapped Field Ll Event code Ll
3 Value ~||Binary Type | 1008
4 Mapped Field Ll Binary Value Ll
- Value || Binary File E¢t. _*| jpg
6 Value LI Frame Number Ll -1
: -l -l
File>Save.
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Create line driver

Create aline driver for the new connector.

Line Driver Description Status
|03550AUTH ~lr O

Line Function

UniversalConnector

Properties
,ﬂ MENU=UCSEND.FIELDSET=EMAILPIC.FEP=1 RECEIVER=63

Driver

A

File>Save.

Return to Contents



https://boldgroup.lightning.force.com/lightning/r/Knowledge__kav/ka06g0000026XwAAAU/view#Contents
https://boldgroup.lightning.force.com/lightning/r/Knowledge__kav/ka06g0000026XwAAAU/view#Contents

