West Certificate Update Process

01/10/2024 12:39 pm EST

Read this whole article before performing any of the actions
within it.

What is West?

West (formally Intrado) is the company we use for PSAP lookups. They allow us to query a web service for PSAP using a
street address or coordinates (lat/long).

Where do we use their service?

We have a web service hosted on our PSAP server locO1.boldgroup.solutions that communicate with the West web
services. Our customer's Location Servers make PSAP web requests to locO1.boldgroup.solutions
(http://locO1.boldgroup.solutions/PSAP/PsapServiceErl.svc), we make a web request to West and return the results.

Certificates

West issues us certificates to use in order to securely access their web services. When making the web service request,
we use the certificate. Without the certificate, West rejects the web request. The certificate has an expiration date
where it will no longer be accepted by West. A month or two before the certificates expire, West will send new
certificates that we need to test and put into production. They typically send us two certificates, one for their lab
service (testing) and one for their production service.

Info from West with new certificates

We typically get two emails and a voicemail from West. One of the emails contains the names of the certificates, their
expiration date and the private key password for each certificate. The other email contains a compressed 7z file that
has 4 files in it. Two of the files are instructions on how to extract the certificates. The other two are EXE files (they are
actually .rename files after you unzip the 7z that you have to rename .exe) that you run that will output the certificates
in pfx format.

The voicemail has the password for the 7z file.

What to do with the certificates

Typically you would want to install and test the certificates on a backup PSAP server. At the time of writing this |
believe we only have one setup.

Only the production West certificate needs to be installed on our PSAP server. The lab certificate would only be used
by a developer when testing (so we don't get charged for each test).


http://loc01.boldgroup.solutions/PSAP/PsapServiceErl.svc

rem Install the certificate
certutil -f -v -p "the private key password West sent us for this certificate" -importpfx "the name of the certificate.pfx"

rem Install the certificate in the LOCAL_MACHINE\Personal and give "NETWORK SERVICE" access to use the certificate.
winhttpcertcfg.exe -g -c LOCAL_MACHINE\My -s "the name of the certificate" -a "NETWORK SERVICE"
winhttpcertcfg.exe -g -c LOCAL_MACHINE\My -s "the name of the certificate" -a "IIS AppPool\DefaultAppPool"

rem Install additional certificates that West needs in order to function.
certutil -f -addstore ROOT "ComodoHighAssuranceCA.crt"

certutil -f -addstore ROOT "AddTrust.crt"

certutil -f -addstore ROOT "Startup\Intrado_Chain_Bundle.crt"

The ComodoHighAssuranceCA.crt and AddTrust.crt certificates should be in the Startup sub-folder of where our PSAP
service is hosted. If this is a new install on a new PSAP machine then get the certificates from Development.

NOTE: If this is an existing install of our PSAP service, then you don't need to install the ComodoHighAssuranceCA.crt
or AddTrust.crt certificates because they will already be installed.

Example of a successful install:

C:\>certutil -f -v -p "private key password" -importpfx "BOLD_ERL_2019.pfx"
Certificate "BOLD_ERL_2019" added to store.

CertUtil: -importPFX command completed successfully.

C:\>winhttpcertcfg.exe -g -c LOCAL_MACHINE\My -s "BOLD_ERL_2019" -a"NETWORK SERVICE"
Microsoft (R) WinHTTP Certificate Configuration Tool
Copyright (C) Microsoft Corporation 2001.

Matching certificate:
E=webapplicationsteam.safetyservices@west.com
CN=BOLD_ERL_2019

OU="Tech Ops, Web Applications"

O=West Safety Services

L=Longmont

S=Colorado

C=US

Granting private key access for account:
NT AUTHORITYANETWORK SERVICE

C:\>certutil -f -addstore ROOT "ComodoHighAssuranceCA.crt"
ROOT "Trusted Root Certification Authorities"
Related Certificates:

Exact match:

Element 8:

Serial Number: 1690c329b6780607511f05b0344846chb

Issuer: CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE



NotBefore: 04/15/2010 6:00 PM

NotAfter: 05/30/2020 4:48 AM

Subject: CN=COMODO High-Assurance Secure Server CA, O=COMODO CA Limited, L=Salford, S=Greater
Manchester, C=GB

Non-root Certificate

Cert Hash(sha1): b9b4c7a488c0885ec1c83aa87e4ebd2b215f9fa4

Certificate "COMODO High-Assurance Secure Server CA" already in store.
CertUtil: -addstore command completed successfully.

C:\>certutil -f -addstore ROOT "AddTrust.crt"
ROOT "Trusted Root Certification Authorities"
Signature matches Public Key

Related Certificates:

Exact match:

Element 28:

Serial Number: 01

Issuer: CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE
NotBefore: 05/30/2000 4:48 AM

NotAfter: 05/30/2020 4:48 AM

Subject: CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE
Signature matches Public Key

Root Certificate: Subject matches Issuer

Cert Hash(sha1): 02faf3e291435468607857694df5e45b68851868

Certificate "AddTrust External CA Root" already in store.
CertUtil: -addstore command completed successfully.
Find the new certificate's thumbprint

After installing the certificates, you need to update our PSAP service's web.config with the new thumbprints from the
certificates.

First know what the certificate's thumbprints are. In Windows, run the command mmc.exe. You will see a window like
this:
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Click on Certificates and click the "Add >" button:



Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-n Vendor A [ Console Root Edit Extensions. ..
.
ActiveX Control Microsoft Cor... S ——
Au'd'lurization Manager Microsoft Cor...
ﬂ Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
& Computer Managem... Microsoft Cor... e
:.l.l Device Manager Microsoft Cor... Add > e
we Disk Management Microsoft and...
{2 Event Viewer Microsoft Cor...
[ IFolder Microsoft Cor...
|=[ Group Policy Object ... Microsoft Cor...
€4 Internet Informatio... Microsoft Cor...
@Internet Informatio... Microsoft Cor...
.g IP Security Monitor Microsoft Cor... o Advancad...
Description:
| The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
[ox ]| conce

Clicking the "Add >" button will give you the following screen. Click Computer account then click Next.

Certificates snap-in

This snap-n wil always manage cedificates for:
(O My user account

() Service account

(®) Computer account

<Back Cance




On the following screen select "Local computer: (the computer this console is running on)" and click Finish.

Select Computer

Select the computer you want this snap-in to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)
(O) Another computer: Browse...

[C] Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

T e

Now you'll be back at the original Add or Remove Snap-ins window but you'll see "Certificates (Local Computer)" in the
"Selected snap-ins" list on the right.



Add or Remove Snap-ins A

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snep-in Vendor ~ [ Console Root  EditExtensons... |
=" ActiveX Control Microsoft Cor... ¥ Certificates (Local Computer) [ — |
ﬂmuwizaﬁon Manager Microsoft Cor...
5 Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
ﬁCnmputer Managem... Micosoft Cor...
;ﬂ]Devicha'law Microsoft Cor... :|Add} Maove Down
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{8 Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
€4 internet Informatio,.. Microsoft Cor...
(Pinternet Informatio... Microsoft Cor...
& 1P security Monitor  Microsoft Cor... Advanced...
S .-
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

ok | Cancel

Click OK. In the next screen, drill down into Certificates (Local Computer)->Personal->Certificates.
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Double-click on the new production certificate.

M Certificate x

General Details Certification Path

)_k“ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: BOLD_ERL_2016
Issued by: West Safety Services Production Intermediate CA

Valid from 07/26/2016 to 07/26/2019

? You have a private key that corresponds to this certificate.

Issuer Statement

[ o |

Click on the Details tab, scroll down until you see the Thumbprint field and value and click it.



F Certificate

Show: -<,o.|>

Field
j Public key parameters
3] Basic Constraints
@ Subject Key Identifier
{31 ] Authority Key Identifier
@ Enhanced Key Usage
ﬂ Key Usage
Thumbprint

General Details Certification Path

Value ~
0500

Subject Type=End Entity, Pat...
85c7c91c756e75c89cf3d5b52. ..
KeyIlD=e11590bd 18656a691d...
Client Authentication (1.3.6.1....
Digital Signature, Non-Repudia. ..
7fc41a505c72c9760797a9d5¢. ...

7fcd41a505c?2c976079729d5cd783d26d8a22764

Edit Properties... Copy to File,..

[ oc ]

Highlight the thumbprint and type ctrl+c to copy it into your clipboard.




M Certificate X

General Details Certification Path

Show: | <All> v

Field Value o
|| Public key parameters 0500

a Basic Constraints Subject Type=End Entity, Pat...

{51 | Subject Key Identifier 85c7c91c756e75c89cf3d5b52...

.ﬂ_ Authority Key Identifier KeyID=e11590bd 18656a691d...

_rlj Enhanced Key Usage Client Authentication (1.3.6. 1....

j Key Usage Digital Signature, Non-Repudia...
Thumbprint 7fc41a505c72c9760797a9d5¢. ..

7fc41a505c72c976079729d5cd783d26d8a22764

Edit Properties... Copy to File...

Open Notepad++ and paste the key into a new tab. Click View->Show Symbol->Show All Characters.

B *new 3 - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7

o HH B % Always on Top =1 EEBEAE® @
B Check in template u Toggle Full Screen Mode FIT Jevices_04302019.csv ._ll B Manitou.Api Core
Post-It F12
View Current File in »
Show Symbol > Show White Space and TAB
Zoom b Show End of Line
Move/Clone Current Document » Show All Characters
Tab . Show Indent Guide
Word wrap Show Wrap Symbol
Focus on Another View F8

Hide Lines Alt+H




This will show you if there are any unprintable characters in the certificate's thumbprint. If there are any then remove
them. Next, put a space between every other character.

If your thumbprint is this:
7fc41a505¢72c9760797a9d5cd783d26d8a22764

when you are done it should look like this:
7fc41a505¢72c¢97607 97 a9d5cd 78 3d 26 d8 a2 27 64

This is the string you will need to copy/paste into our PSAP service's web.config.

Manually adding permissions to the certificate

Sometimes adding permissions via the command line up above doesn't work and you have to manually add permissions.
Go into task manager and find the user for the process w3wp.exe.

In MMC, right click on the certificate->All tasks->Manage private keys.

B Permissions for BOLD_ERL_2019 private keys

Security
Group or user names:

B2 NETWORK SERVICE
& adame (DEV-12\adame)
a Adam Eurich (adame @boldgroup .com)

B2 Administrators (DEV-12\Administrators) v
L4 >

Add... | Remove

Permissions Allow Deny

Full control
Read

Special pemissions

For special pemmissions or advanced settings, anced
click Advanced. =

oo | [

If the user for the w3wp.exe process isn't in the list, click Add...



Select Users, Computers, Service Accounts, or Groups

Select this object type:
Users, Groups, or Builtn secunty principals Object Types...

From this location:

boldgroup int Locations...

Enter the object names to select (examples):

Advanced... 0K Cancel

Enter the user's name and click OK. NOTE: if it's DefaultAppPool you need to enter the user as "lIS
AppPool\DefaultAppPool".

Uncheck Full control so the user only has Read access.

Click OK.

Editing the web.config

In the PSAP service's web.config there is an endpoint behavior named ErIBehaviorProduction. In that element's
clientCertificate element, there is a findValue attribute, remove that value and paste the new certificate's thumbprint
info.

Save the web.config file. You may have to restart IIS to pick up the change.

Testing

NOTE: It is suggested that you set up a Location Server and test our PSAP service BEFORE you install the new
certificate. That way you can verify that you have your Location Server setup correctly in order to test after installing



the new certificate.

Start the Location Server application GUI.

Last Message: Stopped
Message Log Setings Test Processors

Click Start Server. The Start Server button should change to Running!

Status
Information
Irformation
Status
Status
Status
Information
Status
Information
Information

Message Type

Stopped Cear Messages

Message Type Onginator

Stop Clear Messages
Last Message: DoManageService()
Message Log  Setings Test Processars

Originator

Core Manager

Core Manager

Core Manager

Core Manager
Theead [ID 3] Reques

Thread [ID 2] Tep Cp...
Thread [ID 2] Tep Cp...
Thread [ID 4] Tep Cp..
Thread [ID 4] Tep Cp...
Thread [ID 2] Tep Cp...

Message

Starting Core Manager and su_..

ThreadBody()
ThreadBody()
Core Manager Started

Request Manager Started
Tep Listener Manager started

DoManageService()

Tep Cpp Listener started

ThreadBody()
DoManage Service()

Pause Messages

Pause Messages

Descsiption
Managed ThreadID: 4

Core Manager: starting isten manager thread.

Thread ID: 3
Thread ID:2

Starting Port Listener Thread

Thread ID: 4

Listen port established on 7701
Created server with Broker

Click on the Test Processors tab. On the dropdown, select

BoldTechnologies.LocationServer.LSProcessor_BoldPSAP.BoldPSAP. Click By Coordinates. Select the 38.9308610\-
104.8192970 coordinates. Click Execute. It should return you results like this:

UTC Timestamp

UTC Timestamp

05/17/2019 6:15:43 ...
05/17/20196:15:43 ..
051772019 6:15:43 ...

051772019 6:15:43

05/17/2019 6:15:43 ..
05/17/20196:15:43 .
05/17/20196:15:43 ...

0517/2019 6:15:43

05/17/2019 6:15:43 ...
05/17/2019 6:15:44 ...




Start Server Stopped Clear Messages Pause Messages |
Message Log Seftings Test Processors

<

[BoidTechnologies Location Server LSProcessor_BodPSAP BoldPSAP

Recesver Output
Processor Name: LSProcessor_BoldPSAP di A Action

Processor Type: PTypeProcessor
ErorCode: 0 O By Address

EmorMessage
Table Name: PTypeResut Table @ By Gesmineton

v RESULT 10f 5 rCA:M:\ll:h'uel
133 5308610'-104.8192970 vJ

Column: Psap|

DataType: System nt32 Addess 1
Data: 1

Column: PSAP AgencyFulName [ l
DataType: System String Address 2
Data: Colorado Springs Police Department (Fire) [ |

Column: Contact FirstName City
DataType: System Sting [ |
Data:

Column: Contact LastName Region

DataType: System String | |
Data:

Column: OperatorPhone 1 [ |
DataType: System Sting
Data: (719) 444-7632 PostCode I

If you get a result with an error code or error message then something isn't right.

Running! Stop Clear Messages Pause Messages

Last Message: Unable to retrieve BoldPSAP PSAP data. GetPsap ByLatitude AndLongtude Request EdException: PSAP query failed: Could not establish secure channel for SSL/TLS with author
Message Log Settings Test Processors

|Bold Technologies LocationServer LSProcessar_BoldPSAP BoldPSAP v]

Receiver Output

Processor Name: LSProcessor_BoldPSAP i A Action
Processor Type; PTypeProcessor

ErorCode: 300 O By Address

: Unable to retrieve BoldPSAP PSAP data GetPgmByLauudeﬂndngmdeRemestEﬂE:m PSAP

query failed: Could not establish secure channel for SSL/TLS with authorty paapink Original coordinates @ By Coondnates
Latitude: 38.9308610Longltude: -104. a192970:wﬂemuudmm msmmmgm. -104.819297 -
Table Name: PTypeResult Table Coordnates
|33930351m-1ms1929m v|
st RESULT 10f 1
Column; Peapld Address 1
DataType: System Int32 I |
Data: 0
Address 2

Column: PSAPAgencyFullName | |

DataType: System Sting

Data: City

Column: ContactFirst Name l |

g:eType. System String
a:

| |
Column; ContactLastN
DaaType ey lc“‘““* Number |
ala:

Column: OperatorPhone 1 PostCode I

Nt s Tims - Sustam Ctairnn w




If you get an error message before you have updated the certificate then you need to troubleshoot. If you get an error
message after you have updated the certificate and you've done everything properly then you will need to call West to
have them troubleshoot. Mark Osler - Sr. Program Manager - 720-494-6222.



