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These ports are for Manitou and its associated peripherals. It is recommended to have the firewall on for any Manitou

servers.

IMPORTANT! Do not add firewall port rules for all applications! Only specify ports for the applications that will be in

use.

Copy-Paste Port List

Use the following as a copy to quickly grab the ports needed on a multi-server Manitou Core installation. This does not

include add-ons such as the MediaGateway and BoldNet. Copy this information directly into a new inbound firewall

rule to allow the connection.

TCP Ports

1433, 6980, 6990-6993, 6996-7001, 7007, 7008, 7010, 7020, 7021

UDP Ports

1434

TCP Ports
Port Service Notes

1433MSSQL Server Open for all servers leveraging any of the SQL Databases

6110Telephony, PBX* Default for Telephony and PBX communications

6112MediaGateway FEP* MediaGateway's connection to the FEP

6114MediaGateway GPS* MediaGateway uses this to send translated GPS to the FEP

6962VRT Voice Record, must be open for use

6980Logger Must remain open on the Manitou server for Logger to collect data

6981All Events Printer
AEPrinter applications, leave open on server where AEPrinter is

installed

6990Application Server Applications Server Communications



6991Broker Broker Communications

6992Sentry Sentry communication

6993FEP Control FEP signal reception, open on servers where a FEP is housed

6996Report Server Allows reports to flow to publisher

6997Report Scheduler Reports Scheduler communications

6998Report Publisher Reports Publisher communications

6999Monitor Open on all servers with ANY Manitou service

7000Marshaller FEP Mashaller services, open on servers with Marshaller installed

7001Marshaller Signal ProcessingMarshaller signal handling, open on servers with Marshaller installed

7007Distributer Distributer Services, Open on all servers with ANY Manitou service

7008Web Gateway BoldNET and Manitou Web Client communications

7010Licensing* Open on all servers with ANY Manitou service

7020Local Utility Service This is a local port and does not need a firewall rule!

7021Local Utility Service This is a local port and does not need a firewall rule!

7022VCC This is a local port and does not need a firewall rule!

*Port can be customized/changed

UDP Ports
Port Service Notes

1434MS SQL Server SQL Listener, clients can query for named SQL Instances

6982Stealth Logger

6981All Events Printer - Stealth Port Signal Handler uses to transmit AEP Data to Stealth


