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Overview

This document gives a look at the Manitou to RSPNDR Integration. The integration uses a web app called Integration.
This will be the portal to pass information to and from RSPNDR integrated with setup In the Media Gateway viaHTTP
type Universal Connector. Operators can send a reverse command within an alarm that will trigger an event to be sent to
the RSPNDR application. A security personnel can then choose to take the alarm within the RSPNDR app to go on to the
site to verify. Messages sent back to Mantiou will include when the alarm in RSPNDR has been sent, published to the app,
notes sent from RSPNDR via the website or the app, when the security personnel marks they have arrived, and when the
security personnel marks that they have finished the alarm. Operators will also have the ability to send a reverse
command to RSPNDR to cancel the alarm within the RSPNDR app.
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[1S Integration Configuration

The integration will be set up via Cloud Services. However, the customer will need to get and have available for setup the
following:

RSPNDR API Key and Secret

The tenant ID assigned from RSPNDR
The URL:Port for MGW

What signal codes they want to use
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Reverse Commands

There will need to be two reverse commands created under the Monitoring Station record. One reverse command will
be used to send the alarm to RSPNDR. The other reverse command will be used to cancel the alarm that was sent to

RSPNDR.

The reverse command to send the alarm to RSPNDR needs to look like this:

View New Edit Delete Save
Aidd | | Reverse Channel Command
= G APCD Al ﬁ? Type: Rspndr ~| FResponse Type:  |Immediste -
u: BT ADALCS Group: Unspecified ~| Response Delay: |3m_ j
s af Director Command  [SEND 2 ASPNDR Command Level:  [Customer -]
# (b Emvizon o
1 (up HID Access Contrel Descripiore  |Send to Rsprdr Command Detail INcﬂs - |
#1 (b Honeywel WINPAK User G rr——
[+ (e Media Gatewsy serbiroup: |Opesstor o
(b MonTech Availabiity Attributes ICP Types for Retransmission
(s Fied Care 4] Adaam Only [ Connect Command [ Phone
[+ (uh FledCare NGi [ Dealer Uses Allowed [ Disconnect Command [15MS Phone
1 (u RSI Frantel GI [ Customer User Allowed [ Request Binaiy Data CFax
= b Rpndk [ Resticted [¥ Retiansmission [ Pages
Cim CAMCEL RSPNDR - Car CIVAT User Allowed ] Transmitter Cornection Fequired [CIE-mal
i SEND 2 RSPNDR - Sen ] Web User A [ Retransmission
=1 (uh Sentiydl X
51 Sureiew s CIDisabied CIWebAddress
[+1 (b Uriknowm Protocol
[+ Uriknown Protocol Dptional Parameters
@ Field Type Data Type [ Label Range DE Value Default Fomat
Freed Value Text Connector Type TCP
|| Databace Test T ittes 1D Trargmitter ID
|| Fieed Value Test Lirue M ame: RSPHDROUT
|| Foed Value Text Packet $RSPNDRAF
|| Database Text incidentld Alatrn Unique 1d
|| Databaze Test cislofner Transmiltet ID
| P |Datsbase et type Ewent Description
| |Databaze et 2one Zone Description
| |Databaze et name Customer Name
Databaze ext addiess] Full Address
User Input Text niote
Freed Value Text cancel falze
|| Databace Test | evenitTime Event Time
|| Database Test Address Mumber
|| Database Text Address Pre-direction
|| Database Text Address Street Name
< > | |Databaze Test Address Stieat Type
—— ——
Details:
Field Type Data Type Label Range DB Value Default Format
Fired Value Text Connector Type TCP
Database Text Transmitter 1D Transmitter 1D
Fixed Walue Text Line Name RSPNDROUT
Fired Value Tent Packet $RSPNDRAPI
Database Text incidentld Alarm Unique Id
Database Text custorner Transmitter 1D
} | Database Text lype Event Description
Database Text zone Zone Description
Database Text name Customer Name
Database Text address1 Full Address
User Input Text note
Fixed Value Text cancel false
Database Text eventTime Event Time
Database Text Address Number
Database Teut Address Pre-direction
Database Text Address Strieet Name
Database Teut Address Street Type
| S—




Database Text Address Post-direction
Database Text Address Unit
Database Text City Name

Database Text Region Name
Database Text Post Code

Database Test County [Addr3]

The reverse command to cancel the alarm in RSPNDR needs to look like this:

5 3 APCD Alam Type: Rspndr ~| PResponse Type:  |lmmediate =
“ BT ADALCS Group: Unspecihed ~| Response Delsy:  |300 -
< (b Director Command  [CANCELRSPNDR  CommandLevet  [Customer
+ (u Emizon
[+ (b HID Access Contral Desciiption: | Cancel Alssr to RSPNDR Command Detal  [Mone
* (uh Honeywel WIN-PAK
i MMediulidm U set Group: Opesator
M MonT ech Avvailabiity Altibutes CP Types for Retransmission
(uh Red Care [#] Alarm Oy [ Connect Command [ Phane
¥] (b RedCare NGI ] Desler User Alowed [ Disconnect Command [ SMS Phone
[+ RSI Frontel GI ] Customer User Allowed [[] Request Binary Data OFax
] Restricted [¥] Retransmmizsion [ Page:
i d CIVRT Uses Allowed [C] Transmitter Connection Required [JE-mal
i “;tn:fgo 2RSPNDR - Se ] Web User Alowed [ Retsansmission
55 Sureiw i [ Disabled [ \Web Address
[+ (up Uriknown Protocol
#/ (b Urknowm Protocsl Optional Paramelers
@ Field Type [ Data Type Label Range [ DB Vale [ Detaut [ Fomat |
P | Fised Value Test Connector Type TCP
Database Test Trarsmitter D Transmittes |0
|| Fixed Viahe Test Line Mame |RSPNDROUT
|| Fixed Viahue Test Packet | | $ASPNDRAP
|| Database Test incidentld | Alaim Unique 14
| | Databace Text customer | Transmitter I
| | Databace Text type | Everit Description
|| Databace Text e | Zore Descrplion
|| Database Text nafhe | Cusstornet Marme
|| Database Test address1 | Full Address
|| Uset Input Text rite |
|| FinedVahue Test cancel | [ rse
Database Test eventTime Evert Time
| |Database Test Address Number
| |Database Test Address Pre-direction
|| Database Text Addeess Street Mame
< > || Database Text Address Street Type
=== — —

Details:

The details are the same with the exception of the Fixed Value for cancel is updated to "true". The easiest way to create
this is to copy from the first reverse command to send to RSPNDR then to update the cancel to "true".

Field Type Data Type Label Range DB Yalue Default Format
b | Fixed Value Text Connector Type TCP

Database Text Transmitter 1D Transmitter 1D

Fived Value Text Line M ame RSPNDROUT

Fixed Value Text Packet $RSPNDRAPI

| |Database Text incidentld Alarm Unique Id

Database Text customer Transmitter D

Database Text type Ewvent Description

Database Text zone Zone Description

Database Text name Customer Name

Database Text address1 Full Address

Lest nole

| | Fixed Value Text cancel tue
[DaiE6ase Tert EvertTime Evert Time

Database Text Address Number

Database Text Address Pre-direction

Database Text Address Street Name

Database Text Address Stieet Type

Database Text Addiess Post-direction

Database Text Addrass Unit

Database Text City Name

Database Text Region Name

Database Text Post Code

Database Text County [4ddi3]
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Media Gateway Configuration
Data Packet

Create a Data Packet within the MG

Add | Remove Edit
Packet Command Name: RSPNDRAPI Jiij
Packet Description: Responder APl Send
Address: https://sdksupport.boldgroup.solutions/integration/RSPNDR/out
v ) SMS
Bn
B 13
v 22 TCP
" ASAPER T
T CENTRAUDP name": "(@}".
T CLICKATELL "address1": "{9} {10} {11} {12} {13}".
TF CLSSDELIVER ::?dﬁ{%"}:_'““}'-
&8 OTRG “postal.cade™: "(17}"
' LOGISYS "state™ "{16}".
I _RSPNDR :ﬁxﬁy{;}USA"
. RSPNDRAPI ~cancel" {7},
L SELUREI rﬁm%?
“I* SECUREIPIN | "password": "SGSPassword"
T SECURUS !
T SET
IF TEST2
° VUCONNECT
" WEBHOOK
v 1% Email
T TEST
|

e The address will be provided by the Cloud team based on their setup. The Packet name will need to match the
Packet Value in the reverse command.

e Thetenant ID will be assigned by RSPNDR

e The username and password can be coordinated with BOLD to protect the message channel. The customer can
select one and let us know or we can choose it for them.
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We also adjusted adding the Call List to the mapping:

e Edit the existing Data Packet if it already exists, or during initial setup, add an entry for "call_list": {19}. (not shown
in the screenshot above)

e Edit that line to include “” (quotes) around the token and add a comma at the end.

e The entry should look like this: "call_list": "{19}",

e Save the changes and do a File > Reload & Restart.

“incident_id": "{0}".

tenant_id": "boldgroup”,
"customer_number": "{1}",

"type": "{2}",

"zone": "{3}",

l‘-n- l_ail: illl'

"name”; "{4}".

“address1": "{9} {10} {11} {12} {13}".
"address2": "{14}".

"city™: "{15}",

“postal_code": "{17}",

"state": "{16}",

"country": "USA",

"notes": "{6}",

"password": "SGSPassword"
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Data Mapping

Create the following Data Mapping:

3 MedaGateway —
~ [ Operations i add | Remove |[RSPNDRIN v|  Mapping Type: | XMLASON v| _Testsudo |
= Activity \ - |
O P psssant Fomatting | Pre :
v 40 Administration
o8 Line Drivers Total Number of Fields: 2 Separator: | {NONE} Signal Type: |Signal ~ | Event Type: @
‘5 Marid Reaw ] Add subject to start of final sigral ] ™ Combine excess data into last field
s b Bl I Ak achooas ot Sl O  Paketrootrose  [Rot |
T Date Mepping L1 fiod Hename Lo fined eignal 8  SomiRcotNode:  [Roo\Sonas ]|
ﬁ Connactor
T Data Packets =
“4 Hardware
> Order Label Operation Field Value
m Options
» _E\'L'.oda Mapped Beld _=||Eventcode 7|
2 Porild Mapped Feid = |[Comment =]
3 Tild Mapped Field % || Trnemter D =
. =l =l
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Connectors

You will need to create two connectors. One for outgoing data and one for incoming data.

Create the following HTTP connector for outgoing data:

Max Connecticns: 0 Relative path/filename:

Default Packet:

[T Save File to Response Directory
™ Stop Processing After Saving File
™ Process Send Results

[T Send Raw Ack Message

Driver Type.  Raw

I™ Map File Name to Fieldset
Response Directory

User Name:

Password:

Input Directory:

This a raw TCP Secket. Signals can be received in any format

a add | Remove | Eat | | |

~ Connector Driver Name: | RSPNDROUT ~
I . PRUT 1/Analog
[ gpPBx Server
[ msms
[ iEmail
| C JSMS Gateway
| m ooec
|__|:TP

e=TCP

- . HTTPS//SDKSUPPORT.BOLD .
K_’!__ IP Type: HTTPPOST Host Name: GROUP SOLUTIONSINTEGRA Begin Message Value:
o) Connection Type: | Send Port: 443 UDP Send: 13002 End Message Value:
Lk Meszage: Heartbeat Meszage: Heartbeat | No Activity (Secs): |2 31 |2:,' 31

HTTP Headers: _I
=

Read Body As: | Sting

-

The outgoing HTTP connector will need to have an HTTP Header:

HTTP Headers

Value
application/json

Create the following HTTP connector for incoming responses from RSPNDR:
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Line Drivers

Two Line Drivers will need to be created. One for outgoing data and one
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Incoming Line Driver:

[ % Function Properties - ] b

; 2ul)
Line Driver TDescy]  Name RSPNDRIN o
[371 I Instantd) Ez'fse‘ T‘SP"D“'" P FEP=1RECEIVER=2LINE=2 TYPE=1.USEDNIS=OLINEL.. @
2 I nstat]  Receiver P FEP=1.RECEIVER=2LINE=2.TYPE=1.USEDNIS=O.LINEL.. @
AXISAVHS ¥ | W As AVH t;::u p— VHS MENU=UCSEND, FIELDSET-AXISAVHS FEP=1RECEL.. @
BOLD-TEXT.. *|W AuoTe  Lookup TIFY e
CLCKATELL _*|F AuoTed ATELLMENU=ATNOTIFY (5]
CLICKATELL2 7| ™ Bold Gid ATELL2 MENU=ATBASIC 6
CLICKATELL ¥| ™ = ATELL3.MENUSATBASIC e
CLICKATELLY =] ™ Menu to use ATELL4 MENU=ATBASIC 6
EMAIL | emaisin ND.FIELDSET=EMAILTEXTFILE.FEP=1RECEIVER=2LINE=2  ©
HTTPPOST | Test HT] POST 0
uBRIZ x| Mumers| Ok | _camel | hppeipser-UBRisJSONFEP-TRECEVERALNE 2. ©
LOCATIONS... | ™ LocationSmar © [UnivemalConnector =] MENU=UCSEND FEP=1.RECEIVER=10.LINE=2 (5]
» |rspnoRn < [ IR T T ORI | 14AME-RSPNDRIN MENU=LCSEND,FEP=1,FIELDSET=RSPNDRIN e
RSPNDROUT _| ¥ Rspner Integration Service © |UniversaiConnector | NAME=RSPNDROUT.MENU=UCSEND e
H VIDEMAIL  _¥| ™ slams@bishopsecurtysoltions.com ©  |UniversalConnector _¥| MENU=UCSEND FIELDSET=VIDEMAIL FEP=1RECEIVER=2 LINE=1 (5]
Y6 | Yoursu ©  |UniversaiConnector _¥| NAME=YOURSIX MENU=UCSEND,FIELDSET=Y6DATAMAP FEP=1REC..  ©
. =r (6} =l (G}

Outgoing Line Driver:
85! Function Properties - O X

Line Ditver 121 |8 s Driver
[371 ~r E.ZT:&: e =ICLOOP FEP=1RECEIVER=2,LINE=2. TYPE=1,USEDNIS=O.LINEI.. @
an2 ~lr FEP L1=ICLOOP FEP=1,RECEIVER=2 LINE=2. TYPE=1 USEDNIS=0LINEI.. @
AXISAVHS  ¥|W Ee’nf‘"“e' - AXISAVHS MENU=UCSEND FIELDSET-AXISAVHS FEP=1.RECEl.. @
BOLD-TEXT.. ~|W | Menu UCSEND -ATHOTIFY P
CUCKATELL <[ | WP E.CLICKATELL MENU=ATNOTIFY 0
CLICKATELL2 »| T~ ECLICKATELL2 MENU-ATBASIC (3]
CLICKATELLY ¥ ™ E-CLICKATELL3. MENU=-ATBASIC (5]
CLICKATELLE | | Menu E-CLICKATELL4 MENU=ATBASIC (3]
EMAIL ] |1=UCSEND.FIELDSET=EMAILTEXTFILE FEP=1RECEIVER=2LINE=2 @
HTTPPOST *|W E=HTTPPOST (6]
usris2 x| OK |  Cancel | P-UCSENDFIELOSET-LIBRISJSON.FEP-1RECEIVER-3.LINE=2 3]
LOCATIONS... |~ LI-UICSEND.FEP=1,RECEIVER=10 LINE=2 (3]
RSPNDRIN _~|F © | UniversalConnector | NAME=RSPNDRIN MENU=UCSEND FEP=1FIELDSET-RSPNDRIN (s)
E RSPNDROUT _*| ¥ Rspndr Integration Service T ey 1| N AME=RSPNDROUT MENU=UCSEND (8]
H VIDEMAIL  _¥| T alams@bishopsecurtysolutions com ©  |UniversaiConnector _¥| MENU=UCSEND FIELDSET=VIDEMAIL FEP=1RECEIVER=2.LINE=1 (5]
Y6 =¥ Yousi © | UniversalConnector ] NAME=YOURSIX MENU=UCSEND FIELDSET=Y6DATAMAP FEP=1REC..  ©
. Elo e =l (3]
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Event Codes and Event Mapping

A series of Event Codes will need to be created for each possible response sent by RSPNDR.
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"PUBLISHED": "RPBD",
"TAKEN":"RTKN",
"ARRIVED": "RARD",
"FINISHED": "RFND",
"CANCELLED": "RCND",
“NOTED":"RNTD",
"CONFIRMED": "RCFD",
"GROUNDING": "RGND",
"GROUNDED": "RGDD",
“SENT": "SENT"

The SIA codes in quotes are an example of what can be created as Event Codes. After the Event Codes are entered in
Supervisor Workstation they also will need to be entered in Event Mapping for SIA. The decided-upon Event Codes will
need to be noted and given to the Cloud team to update the appsetting file for RSPNDR.
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Action Pattern

This is an example of an Action Pattern that can be used to process a RSPNDR alarm. The initial action would be to send
the reverse command to send the alarm data to RSPNDR. Once accepted in the app it will wait for a security personnel to
pick up the alarm to verify on-site. A suspend action could come next while waiting for security personnel to take the
alarm. If after a certain amount of time, it has not been picked up in the RSPNDR app, a call could be made to the site
contact number. If the person at the site states to cancel the alarm in RSPNDR, that assistance is not needed, a reverse
command can be sent to remove the alarm from the app. Otherwise, more time can be given while waiting for the alarm
to be picked up in the app by security personnel.
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SEND REVERSE COMMAND
D 3 MINUTES WITH . CHANGED TO 1
RSPNDR
T: LOOK AT THE CUSTOMER ACTIVITY LOGS, IS THERE A SIGNAL RECEIVED NG TAKEN FROM RSPNDR? -> (@1 | (PICKLIST)
= SELECT

JUMP TO:
END SELECT
. == SECTION: TAKEN YES

CL ALARM
END SECTION
, = SECTION: TAKEN NO
CONTACT CUSTOMER AT SITE
: DOES THE CUSTOMER WISH TO CANCEL THE ALARM WITH RSPNDR? -> A (PICK LIST)
= YES
) REVERSE COMMAND
ALARM

ELSE

SUSPEND 3 MINUTES
JUMP TO:
END IF
END SECTION
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