AWS Deployment Document

EC2-> Instances:

Create new AMI from SedonaDTSPExplA-761b

| Domain  ‘SedonsASP com’ Al filtier
Mame = Description = Domain = Instance |0
SadonaPForress14-0%9 SadonaASP Fortress App Sarver 5013 SedanaASE. i-01d3d55cEa1 20606k
SadonaP OVPM1A-73f5 EadonaASP OpenVPN SedonaASP i-ii2eb0baf 73707 &6
SadonaP CRVA-basT SadonaASP CRV App Sarvar 3001 Sedona &SP i-03510451413TabesT
SedonaPPFSensa1A-Thah SedonaASP PFSense SedonaASP. |-0E864cE5{2699TbAb
SadonaP3EP1A-8bc3 SadonadSP SEP %111 SedanaASF i-0TBclabBad Tedbbed
SadonaPAdminta-d29d SadonaASP Admin Server 3000 SedonaASP |-0G747 le2b240ad29d
SadonaP Sonint1A-G177 SadonaASP Sanitrod Intagrated 3015 SedanaASE i-0ad31abedebbeBiTT
SadonaPDemo1A-5e44 SadonadSP Demo Server 9005 SedonaAsSP.. I-0d3b03alEiMdl5add
SadonaPAD A-cDAd Sadonal3P AD 1 Wast S Sedona &SP i-MfabcBTibGdbdcihd
SedonaPS0L1A-45a5 SedonaASP SQL 1 9003 SedonaASP.. |-0bfa08id4326a45a%

B SedonaDTSTe Tamplata 3 1. 2020 9002 SedanaASE i-0i54a33132a58T0 10

EELLAEIRENGE Gat Windows P ard Sedona'WEE 9004 SedonaASP.. -0 1dcT 7024433

Create Template From Instance
Laurich M

Medwarking

Instance: | i-0d542 N e
CloudWatch Monitoring

Naming scheme for Image/Instance: Evercommerce Subsidiary Name + P for production +
instance name/description + 1A + -#### where # = end of instance ID (Or RDP port used)
E.g. SedonaPExampleCustomerTSP1A-xxxx (change xxxx later once info available)

EC2-> AMI

Launch new instance from newly created AMI:
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Ownad by mé w | Filter by tags and attributes or search by keyword
Hame «  AMI Name = AMIID
SedonaPAD1A-c5d Rubrik-Snapshot_16€31051-0dad-4cel-38be-1aa330 ami-Delccic3alc3d8s2c?
SedonaPS0L1A-45a% Rubrik-Snapshat_16231051-0dad-4ced-88be-12a330 ami-001fcBHcbTcOff2b
SedonaPDema14-5ed44 Rubrik-Snapshot_16e31051-0dad-4ce8-38be-1aa330 ami-030dal233ebeeds9
SedonaPSWEB1A-4433 Rubrik-Snapshot_16e31051-0dad-4cel-88be-1aa330 ami-05%2f3439af30510c3

B SedonaDTSTempl shot_16e31051-0dad-4ce8-88be-12a330..  ami-0db4b063bet1b2562

Launch
SedonaPSonlnt AR EES T shot_16e31051-0dad-4ce8-38be-1aa3 3l ami-0dc34d7 003092524

SadonaPPFSense ST shot_16e31051-0dad-4ced-86be-12a330 ami-021d149%0e0144730

Register New AMI

SedonaPAdmin1 AR shot_16¢31051-0da4-4ce8-88be-13a330 ami-067c98b7=0M9e5Mh
Copy AMI

StagesDAPPD1B-H shot_16e31051-0dad-dceB-88be-1aai3l ami-0cTadb7 2623442589
Maodify Image Parmi

SedonaXDDev1A Add/Edit Tags shot_16e31051-0dad-4ced-38be-1aa330 ami-fcaZccfccal aalba

SedonaPFortrecs 1 SEALGLIENGR TRty WD I < ot 16231051-0dad-4ce-88be-12a330 ami-008100TEccbalaah

SedonaPSEP1A-Bbc3 Rubrik-Snapshot_16e31051-0dad-4ce8-38be-1aa330 ami-02e0b5Td243 Jafdaf
SedonaPCRVA-beST Rubrik-Snapshot_16e31051-0dad-4cef-B8be-1aa3 3l ami-0a’9ad55ec(f31903
StagesDSCLO1BE-a3lb Rubrik-Snapshot_16e31051-0dad-4cel-38be-1aa33l aml-037Te62002bT9aTa36
SedonaPOVPN1A-TEfG Rubrik-Snapshot_16e31051-0dad-4cel-88be-1aa33l ami-07473d48be94e5855
SIMSPDTGO1A-4001 Rubrik-Snapshot_16a31051-0dad-4ce8-88be-1aa330 ami-0da7315a178cTTcl0

Image: ami-0db4b06IbeE1b2562

Start with T3.xlarge unless different size required
aWs Services « Resource Groups ~ *
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5 Add Tags 6. Configure Security Group

Step 2: Choose an Instance Type

General purpose t3.micro 2 1
General purpose t3.small 2 2
General purpose t3.medium 2 -
(] General purpose 3.large 2 8

Use the correct network settings:
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aws Services Resource Groups ~ *

—

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

step 3: Configure Instance Details

.onfigure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the

Number of instances (j 1 Launch into Auto Scaling Group (i
Purchasing option (j Request Spot instances
Network (j Vpc-9020f1e8 | SedonaASP-West (default) t| C create new vPC
Subnet i subnet-49260430 | SedonaASP-us-wesi-2a | Default t Create new subnet

4074 IP Addresses available

Auto-assign Public IP  (j Enable \
Placement group (j Add instance to placement group
. - - &
Capacity Reservation (j Open *| C Ccreate new Capacity Reservation
Domain join directory (] Mo directory v/ C Ccreate new directory
IAM role  (j None ¢ C Create new IAM role
CPU options  (j Specify CPU options
Shutdown behavior (] Stop \
Enable termination protection (j Protect against accidental termination
Monitoring i Enable CloudWatch detailed monitoring

Additional charges apply
EBS-optimized instance (| ¢/ Launch as EBS-optimized instance

Tenancy (j Shared - Run a shared hardware instance t
Additional charaes will anolv for dedicated tenancv.

Should only need to change subnet to 2A, but make sure SedonaASP-West and Auto-assign public
IP is enabled either directly or via subnet setting.

Default Storage:

aws Services ~ Resource Groups ~ *

resance Type Configure Inglance L. Add Storage 5 Add Tag Configure Securty Oroup

Step 4: Add Storage

Instance will De launched with the folioy 5. You can attach adamional ERS volumes and INS1ance SIOMe vORIMES 10 your Mstance. or
edit setings of the foot volume You can BS volumes after launching an instance. bul not instance store volumes. Learn more about
storage opbons in Amazon £C2
Throughput
Volume Type | Device (| Snapshot | Size (GIB) i Volume Type (| IOPS (i (Mais) i Delete on Termination | Encryption (i
Rool dewsdal snap-027M955cd 752 Jaala 300 General Purpose S50 (go2 v 90073000 MNA L4 dol Encrypl -

Add New Volume
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Add the following tags:

Services «~ Resource Groups ~ *

1ce Type 3. Configure In

5. Add Tags . Co

Step 5: Add Tags

A tag consists of a case-sensitive key

could gefine a tag with key = Name and value = Webserver

A copy of a tag can be applied to volur L
Tags will be applied to all instances and volumes

e about tagging your Amazon EC2 resources

Key 128 charal W Value 256 characiers max Instances (i Volumes (i

LDamain o v +

Name Use EC Naming Convention Ld L 9
Descriptio Descirbe the app servers usage v o

Ardd annthar fan

Select minimum security groups:

Secunty Group

On this page, you can aod nuies 1o allo

PECInC tramc o reach your instance. For exampile

TyoU want 10 Set Up a wed server and

¥ Interme
HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more about Amazon EC2 s

Assign a secunty group: Create a new security group

® Select an existing secunty group

Security Group ID

B sp-414cTeds

Ob61ceTerSb2cod2t

252025420367

B sg-0BC80547ee11a5008

S6aaldc5bdbbTesd

033aeddiTe

5a%6

5406591800214

8dbb6SbdcaasTcs

Name

default

ManageEngine

SeconaAsSP-AOmINg
SedonaAsSP-Demo

SedonaASP-Fortress

SegonaAsP-SEP

SedonaASP-SQL-Access

Inbound rules for sg-01548ff83f3b2a20e (Selected security groups: sg-414cTed5, sg-08cBde4dfes11a5008)

Description
defaull VPC security group
Manage Engine
Private
SeconaASP-AOmIng
SedonaASP-CRV
SedonaASP-Demo Server
SedonaASP-Fortress
SeaonaAsP-SEP

Sonitrol Integrated Secunty

SedonaASP-SQL-Access

Protocol (i Port Range (i Source (i

TCP 1433 172.31.0.016

Review then Launch (will take up to 10 minutes, progress can be followed in EC2
Dashboard\Instances.

Goto Load Balancer \ Target Group, select ‘create target group’
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NOTE: Pick Instance NOT IP. Screenshot is wrong

Create target group

Your load balancer routes requests to the targets in a target group using the target groug

Target group name (j) |Name of App Server and service |

Target type ) Instance
® P
© Lambda function

Protocol (i) | TCP v

Port (i)  [NextAvailable Port |

VPC (i)  [vpc-9020f1e8 (172.31.0.0/16) | SedonaASP- v |

Health check settings

Protocol (j)  |TCP v

» Advanced health check settings

Click on ‘Next’ when filled out correctly (see above)

Under ‘Available instances’ select/search for your new created app server then ‘include as pending
below’, making sure the correct port number is entered (same as new target group).
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Register and deregister targets

Registered targets
To deregister instances, select one or more registered instances and then click Remove

Instance -  Name - Pornt - State

i-0a831abedebbed1 7T SadonaPSonint1A-8177 9016 @ running

Instances
To register additional instances, select one or mare running instances, specify a port, and then click Add. The default port is

Add to registered RRCigi=igla)

Q Search Instances »

Instance =  Name = State ~*  Security groups -
HI6864c5526997Th5h SedonaPPFSenselA-T. . @ running SedonaASP-Admins, de .

[ ] HifabcBTibEdbdchsd SedonaPAD1A-c05d @ running SedonadSP-Admins, de.
i-0d3b03a069d05e44 SedonaPDemo1A-Sedd @ running SedonaASP-Admins, S
iF097470e2b240ad29d SedonaPAdmin1A-d29d @ running SedonaASP-Admins. M.
i-078clab%ad 7 efbc3 SedonaPSEP1A-8bc3 @ running SedonaASP-Admins, 5.
i<0351e451413Tebab7 SedonaPCRVA-basT @ running SedonadSP-Admins, 5.

Click on ‘Create target group’ to finalize target group configuration

Click on ‘Load Balancers’, select the latest load balancer, click on the ‘Listeners’ tab, then
‘Add Listener’
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Create Load Balancer

Q, Filter h’:r tags and attributes or search by keyword

B Hame =  DNS name = State = WPCID = Avallabllity Zones - Type
B SedonalSP LB SedenaASP-LB-2TBEN164E. active vpe-9020M 8 us-wesl-2a netwark
Load balancer: Sedonad SP-LB

Description Listeners Monitorng Integrated senaces Tags

A bstener checks for connection requests usng s configured protocol and port, and the load balancer uses the Bstener rules to route requests 10 targets. You can add, remove, O

Listener ID Security policy  SSL Certificate Detault action
TCP : 4433 NA
MA Forward io Demo-4433
am.__1cclGcaitaafsend -
TCP : 6884 NI,
MA Forward io Demo-HTTP
arn.._5e2c0dba0SdI6NT =
TCP : 6885 NI
MNA Forward to Demo-HTTPS
am.. e)5fdcdedce25TH -
TCP : 6898
MiA s Forward 1o Demo
armn. . db55d6e 5561 b802S «
TCP : 8000 NA
Hia Forward 1o SedonaASP-Admin-Server
am . b116e217 2e03280d »
TCP : %001 NA
NiA Forward lo SedonaASP-AD-1-West
am . jelGecBBshactBzy -
TCP : 9002 MNIA,
MA Forward io TS5Plus-Template
am.. GeTOSc4BaTeS004T =
TCP : 9002 A,
NiA Forward io SedonaASP-30L-1-RDP

arm.._cd21eboeadBl600T =

Select protocol ‘TCP’, enter the port number of the new Target Group, then select the new target
group from the dropdown:
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Serices -~ Rezource Groups -~

$]
-]

SedonafsF-LE | Add Nstener

Ald & new islensr Each Eslenss mus! inClude one action of type onwvand

SedonaAsSP-LE | Add listener

SIENErs belonging 1o Network Load Balancers check for conneclion requests using e prolocol an 0 POt ¥ou C nfigure. Eac slener mus inClude a defaull action 1o ensure al eQuests arg

Defaull action]s)

BCa i i 1 W te traft

1. Forward to... o

SedonaASP-S0L-1-RDP

Soniinod-int-ROP

TSPlE- Temlaie

Click on Save

Repeat process for TSPlus and RDP ports. Load balancer is now configured

Get Load Balancer Public IP from the description tab, Elastic IP:
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Load balancer: SedonaASP-LB5S

Description Listeners Monitoring Integrated services Tags

Basic Configuration

Name
ARN

DNS name

State
Type
Scheme

IP address type

VPC

Availability Zones

SedonaASP-LB5
arn:aws:elasticloadbalancing:us-west-2:628836443985:loadbalancer/ne

SedonaASP-LB5-c372bf6a75f2dd54 elb.us-west-2.amazonaws.com (]
(A Record)

active
network
internet-facing
ipva
Edit IP address type
vpc-9020f1e8 (&

subnet-49260430 - us-west-2a '
IPv4 address: Elastic IP 44.235222 73 ('

Create DNS in GoDaddy pointing to Load Balancer IP.

SedonaASP domain DNS:

sedonacloud com

sedonaasp.com

DNS

Add -> Type: A -> See below point to load balancer IP:
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Type * Host * Pointsto *

A v exampleTSP 44.235.222.73
TTL * Seconds *
Custom v ‘ koo = ’

Save

Security Groups

Create new ‘Security Group’ for app server (Security Groups \ Create Security Group button):
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W :
el Services ~ Resource Groups + *

EC2 Security Groups Create security group

Create security group s

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details

Security group name  Info

Name of App Server

Description Info

Name of App Served

VPC Info

vpc-9020f1e8 (SedonaASP-West) v

Inbound rules info

This security group has no inbound rules.

Add rule

Outbound rules info

Type Info Protocol Infe Port range Info Destination Infe

All traffic v | Custom v Q

Under ‘Inbound Rules’ click on ‘Add Rule’, Enter the correct port and IP(s) of customers office or
remote locations:

Inbound rules iwe

Type mfo Protocol info Port range info Source infs Description - optional infs

stom TCF L 4016 Cumtom v Q 125.125.125.0/24 x Name of App Server Delete

Add rule
125.123.125.0/24

Add as many inbound rules as required, do not change outbound rules. Once done, click on ‘Create
Security Groups.
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Navigate back to ‘Instances’, select newly created instance and assign new security group
(now under security, not networking):

Launch Instance Actions ¥

Q Domain : 'SedonaASP.com’ Add filter
Name = Description = Domain - | Ins
SedonaPFortress1A-8fed SedonaASP Fortress App Server 9013 SedonaASP.... i-01
SedonaPOVPN1A-TBf6 SedonaASP OpenVPN SedonaASP i-02
SedonaPCRVA-bebT SedonaASP CRV App Server 9001 SedonaASP i-03
SedonaPPFSensel1A-Th5b SedonaASP PFSense SedonaASP i-0€
SedonaPSEP1A-8bc3 SedonaASP SEP 9011 SedonalSP._.. 07
SedonaPAdmin1A-d25d SedonaASP Admin Server 8000 SedonaASP.... i-08
SedonaPSonlnt1A-B177 SedonaASP Sonitrol Integrated 9015 SedonaASP.... i-0a
SedonaPDemo1A-5edd SedonaASP Demo Server 9005 SedonaASP i-0¢
SedonaPAD1A-c05d SedonaASP AD 1 West 9001 SedonaASP i-Ofi
SedonaPSQAL1A-45a9 SedonaASP SQL 1 9003 SedonaASP i-0k

- st Template 3.1.2020 9002 SedonaASP . i-0c

RELGLEISENE Gel Windows Password d SedonaWEB S000 SedonaASP ... i-0d

Create Template From Instance

Launch More Like This

Instance State

Instance Seitings

Image

Instance: ]| i-0d54 135

CloudWatch Monitoring Attach Network Interface
Description Status Checks Monitoring

Instance 1D -0d54a33132e 587 QLS Tl R TTLet Y 0TS AR o Tt
Instance state  stopped Manage |P Addresses

Instance type 12 medium

New TSPlus instance now ready to be configured at the OS level, RDP to public IP default port 9002:
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) SedonaDTSTemp1A-761b SedonaASP TSPlust Template 3.1.2020 9002 SedonaASP....  i-0d54a33132e58761b
SedonaPSWEB1A-4433 SedonaASP Hosted SedonaWEB 9000 SedonaASP.... i-0df071dc7750a4433

istance: | i-0d54a233132e58761b (SedonaD TSTemp1A-761b) Private IP: 172.31.17.135

Jescription Status Checks Monitoring Tags

Instance ID  i-0d54a33132e58761b
Instance state  stopped
Instance type 2. medium
Finding  Opt-in to AWS Compute Optimizer for recommendations. Learn more
Private DNS  ip-172-31-17-135.us-west-2.compute.internal

Private IPs  IPEINIAES

Secondary private IPs
VPCID vpc-9020f1ed (SedonaASP-West)
SubnetID  subnet-49260430 (SedonaASP-us-west-2a)
Network interfaces  eth0

OS Specific Changes:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp
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» - StorageManagement # || Mame Type Data
-l Stoort % MaxConnection... REG_DWORD xDO000000 (D)
> -y S _ %4 MaxDisconnecti.. REG_DWORD 00000000 (0)
I ﬂ:‘:::::" 28 MaddleTime  REG_DWORD 0xD0dbba00 (14400000)
s || TabletPC % MadinstanceCo... REG_DWORD OnFFFFFFEF (4204067295)
o Teamingl Seveer :_-;: MinEncryptionL... REG_DWORD [xD0000002 (2)
- Addins 15 MWlogonServer REG_SZ
L ClusteScttings ,E.i OutBufCount REG_DWORD D000 (6)
> -|_| ConnectionHandler = OutBufDelay REG_DWORD xDO000064 (100)
| DefaultUserConfiguration #OutBuflength  REG DWORD 00000212 (530)
5 KeyboardType Mapping ‘ab | Pacsword REG_SZ
, RCM 3| PdClass REG_DWORD OwD0000002 (2)
5 -| | SessionArbitrationHelper 3| PdClass1 REG_DWORD x0000000 (11)
F-| | SysProcs ab| pADLL REG_SZ tdtcp
> -|| TerminalTypes ab | pdDLL1 REG_SZ tssecsr
» Utilities 4| PdFlag REG_DWORD Ow00000042 (78)
» || VIDEO %3 PdFlag! REG_DWORD Dx00000000 (0)
> -1} Wds ab| PdNarmne REG_SZ tep
v - WinStations 6| pdName1 REG_SZ tssecsrv
i ' g;’:,i: I-!_]an REG_DWORD x0000232a (9002)
- TSMMRemotingAllowedApps :.! SecurityLayer REG_DWORD (x00000001 (1)
. enindowiomes 4:.: SelectMetworkD... REG_DWORD 00000001 (1)
TimeZonalnformation s SelectTransport  REG_D'WORD (00000002 (2)
Ubpm 4 Shadow REG_DWORD 00000001 (1)
5| | ush :-'1-': UserAuthenticat... REG_DWORD 000000000 (0)
) usbflags {E\ Username REG_5Z
s [ ushstor 8 WaFlag REG_DWORD DxDO000036 (54)
»-| | vAM Ak WdMame REG SZ Microscft RDP 2.0
> -| | Video b WlPrefix REG_SZ ROP
Lo WalletService aF|WEProfilePath  REG_SZ
3 WENCSVE ab| WorkDirectory REG_SZ

Windows Firewall must have the above ports added before rebooting

WP Windiman Trrsenl mib by anced e ity
Fls  Achion View Helg
o« aE s 00

@ et -

D Wbawnd Ruies

Y Oistbound Ruies P Group Prefie  Enabied Acttion Owwirde  Program Local Addinen ®
8 Conrection Secury Rubes 0 Core Meetaorieng - Dynama Most Config . Lore Fieteosieng aF L -1 A L5 Whysben_  dayy
B Meritesing Brarshi s Conbant Rebrimsal 9TTPin]  BranchCachs - Corterd Betr _ A8 He Alra tin SYSTEM Ay
[ T Desmain Ve Abos Mo Ay [
et Dosam Ve ETRN ™ Ay g
D Open Bpt 10 Prale., Vem Al o Ay faryy
1 Open Pear i Provate.. Ve Abvs Mo iy fury
W mchown Rermote Manag Comga . Wndosn Remote Baneg LT He ETR ™ Syt g
Branchlpcne Hogied Cacre Serves (HTT_ BranchCacke - Mosied Cach.. A8 M Al ] SYETEM i
0 Allayn Forater (TCP- In| dallloryn Fouter Domii. Ve Ay Ho Wlysbem_ Ay
0 Ml n Reeatey (DR Bilkzpn Polith Desmpi. Ve ARgrs Mai e Aaryy
@ Cant to Devie stresmsng server (RTCP-S1_. Cant be Devae funclissakty Progle Ve 1o ko Slysbemn.. Ay
ﬂfﬂhmmuwlﬂff-ﬁ. Cant b Devcw funciioeabty Doman Ve Al ] Solymtem. gy
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SQL Checklist:

1.
2.

Mount G:\en_sql _server 2017 standard x64 dvd 11294407.iso
Launch 'startup' from mounted ISO3. Select 'Installation'\ 'New SQL Server stand-
aloneinstallation'

3a. Select 'Database Engine Services'

4. Acceptdefaults up to 'instance configuration'

10.

11.
12.
13.
14.

15.
16.
17.
18.

19.
20.

21.

22.

24.

25.
26.

. Instance configuration: Named instance usingnaming convention "CustomerNameSQL

" Example: "RMRCapitalSQL"

Server Configuration: 'SQL Server Agent' = Automatic

Database Engine Configuration: Server Configuration = Mixed Mode w\pw G2TdQBEueqgqM
Database Engine Configuration: SQL Server administrator = 'Add Current User',jeffm

, b69g88m03 AND SQLAWS1\B69g88m03, SedonaASP\jamief, SedonaASP\lamarrb
Database Engine Configuration \ Data Directories Tab: User Database = e:\(default), Logs
= d:\(default), Backup = g:\(default)

Database Engine Configuration \TempDBTab: Remove default, Add, Data Directories =
New directory on F:\customername_Temp

Install

Windows Firewall withAdvancedSecurity \ Inbound Rules \ New Rule:

Rule Type = 'Program’

Program = Browse to new instance of 'sqlserv.exe' Example: C:\Program Files\Microsoft
SQL Server\MSSQL14.RMRCAPITALSQL\MSSQL\Binn\sqlsvr.exe

Action = Allow15a Rule Apply = ALL

Profile = Default

Name = SQLNameOfCustomer

Edit new Rule \ Scope Tab \ Remote IP address \ These IP addresses = add IP of
customers application server

With MSSMS log onto named instance (SQLAWS1\NameOflnstance)

Add requiredSedonaOfficeusers with script: SoUser SoReports Creation

(Scripts are in \\172.31.22.134\Installation Files\SQL)

Create required backup jobs with Backup Jobs (edit instance name in script before
running)

Create required folders for backups at \\172.31.23.242\detawsstoregw1\ (make copy of '
template_backup' then rename

CopyMasterSetupStandard.mdfand SedonaDocuments.mdf from Installation Files share\
SedonaOffice\Default DB to E:\Program Files\M

icrosoft SQL Server\MSSQL14.CustomerNameSQL\MSSQL\Data

Right-click Databases -> Attach... -> Select copied database files from step 24 and Attach.
26. Test backup new backup jobs



Page Break

TSPlus/SedonaOffice Checklist

NouhwbhH

o

10.
11.
12.
13.
14.
15.

16.

17.
18.
109.
20.
21.

22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

Network and domain settings

A. Changetimezone

OpenelevatedCMD prompt

Run CMD:timedate.cpl

Select correct time zone and save

B. Update DNS settings, IPv4 interface to 172.31.20.209

C. Update hosts file with info in "\\172.31.22.134\Installation Files \Template edits x.x.202
1.txt"

D. Change server name (see spreadsheet) and add to SedonaASP.comdomain

E. Reboot server

TSPluslnstallation

InstallTSPlusfrom \\172.31.22.134\Installation Files\TSPlus (Version 12)
IgnorejJava warning if it comes up and allow installer to continue

Set https port during setup (see spreadsheet)

Do not reboot when finished

If Java warning popped up on install, copy "Java" folder from "\\172.31.22.134\Installation
Files\TSPlus" to "C:\Program Files (x86)\TSplus"

CopyTSPlus"backup-date" folder from "\\172.31.22.134\Installation Files\TSPlus\
Backupparam\V12" to c:\Backupparam

RestoreTSPlusconfig (latest found in previous steps folder)

UpdateTSPlusSSL

Copy \\172.31.22.134\Installation Files\TSPlus\SedonaASP.Com.2021.jks to desktop
Rename SedonaASP.Com.2021.jks tocert.jsk

Copycert.jskto C:\Program Files (x86)\TSplus\Clients\webserver replacing the file
already there

Reboot

Log intoTSplusHTML page after reboot (Loadbalencer IP:HTTPS port)
TSPlusCustomizations

Obtain customers logo via internet (see spreadsheet)
Upload customer logo to "C:\Program Files (x86)\TSplus"
TSPlus\ Web \ Web Portal Design

Photo = Office

Background Color = White (#FFFFFF)

Text color = Black (#000000)

Logo = Uploaded customer logo in "C:\Program Files (x86)\TSplus
Save

Test by refreshing HTML web page\

Web \ Web Portal Preferences

Domain = "SedonaASP"

RemoteAPP= unchecked

Web \ HTML5 Client
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Display time msec = 2500

App Panel Logo

Resize logo to fit into 122x74 pix andupload

Save a bitmap in C:\Program Files (x86)\TSplus

Applications \ Application Panel \ Edit Application

Select your own logo (select)

Locate .bmp file from above

Number of application(s) displayed ‘per line’ = 4

E. Title Display Name = "SedonaOfficeRemoteApp"

Applications \ Applications Panel UserAssignement

Change Application Panel UserAssigmentto: 'All Authenticated Users'

TSPLus\ Adavanced \ Backup/Restore: make backup of config
SedonaOfficeCustomizations

Update registry \ Sedona Dev Company \ Client and Server

UpdateSedonaMaster\ Company table

UpdateSedonaOfficelicense

D. Open c:\windows\SysWOW®64\cliconfg.exe and createaliasto nhamed instance of
backend SQL Server (sqlawsl\named_instance)

E. Create new remote links to server (RDP and TSP) in shared folderaws\customers
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