Manitou Failover Process

This document covers the Manitou Failover Process.

Manitou Failover Process - What to do When

Vocabulary
Term Definition
Database Server Computer that houses the Manitou Database.
Replication The process that writes data from the Active database to the standby database(s)
saL Structured Query Language - The language databases speak.
Logger The software service that racks all software to database communications.
Broker The “Brains" of Manitou - Most Manitou services need the Broker in order to run.
FEP Front End Processor - Software service that acknowledges the Receiver when an eventarrives.
FEP Commander Software that displays the status of each receiver and the number of signals received

The managed failover process is completed in three stages:

o Before Failover: Replication is verified to be running and making a one-time backup of the database.
e During Failover: All services are stopped on the active server and starting the services on the standby server.

e After Failover: Confirmation that everything is working and alarms are continuing to process, then rebuild
replication.

After

= Yerify Replication * Stop FEFP, Broker, Logger + Confirm History
+ Backup the Database + Start Logger, Broker, FEP * Rebuild Replication
+« Verify Signals
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Before Failover

Verify Replication

Making sure the database is healthy.

1. Remote Desktop to the server where the DB Manager is located.
2. Once logged into the Server, double click the DB Manager icon on the desktop.
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3. When the DB Manager loads, open the DB System file.
o Click File - then Open.
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o Click Open.
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4. To check the database status, click Manage Replication.
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5. Thereplication display takes a few moments to load. When it does:
o Verify that the ACTIVE database is at the top of this tree.
o Verify that all transactions change as it is being watched.
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Test Replication to verify data is going to all servers:

1. Add datainto Manitou - can add a zone to an account transmitter.
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2. Query the standby databases: select * from szones where serialno = 566 (this is fou
To page). Thisis to verify that the information replicated into the standby database.

Begin System Test | Qusy Sistem T ]

doen | Zoow | Desrption
399 | Testing replcated deta

#e |

Bold Group

nd on the customer Jump

Manitou Failover Process | 3



B N g ey Pusd Doy ek ke GEeat O

i S |
]
* | N
5 | b
w | e Tap
W | Sl e
¥ et

L ey

u L e ety
o Ly P

L Heag—
o e g

1}

abwder G B35S Sl Hy
B i | senoy o fogeme b = o ST "-l..,bﬂ...-al"n_‘
_ "ﬂ.hﬂid.ﬂrd.ﬂ'ﬂ‘ [ ".h:-ll' [rTT ——y - N
T T - BHENE st [ - -
i
T ——— ., )
- Wy Lt

o P | g |

L el R, I TR — .EEZ-:L.'E.'L
1 T - Bl
IO e s TSR i M lekg el W

e B B
] J X
Y — T L e —— - —

Customer

ﬁ Custarmer [D:
i

BASTST 17100

a| Z| ses

3. The next step will be to back up the Active Database after verifying data is being replicated.

Back up the Active Database

Using the Start Menu: Launching Microsoft SQL Server Management Studio

1. Find Microsoft SQL Server Management Studio (MSSQL - SSMS)

3 All Programs

] |search programs and files

Bold Group
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2. Connect to the Database (Local Security Policy determines how the user will log into the Database Server).

'__' Connect to Server
.
f ~ SQL Server2008
Sever lope IDul-uba:u Engree _;I
Serves name: 17218780 =1
uthenticab B o
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a. Server name - Active Server name (here it shows the server name 172.16.7.80 (manitoudb01), if DB 02
is active, it should read 172.16.7.81 (manitoudb02).
b. Authentication should be Windows Authentication.
c. There will be no need to enter a username or password.
d. Seta“lineinthesand” (time at which the failover is to occur).
3. Once SSMS is connected to the Active Server, navigate to the Manitou database>right click and choose
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a. Setthe backup expiration to 3 days.
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Bold Group

M:\Mantou Backups DEO1MANITOU backup 2014 06 11 142343 304834 Ardd I

Remove the old database from the destination section.
Click Add.
Browse to the destination for the backup.

AP MO

. Select Backup Destination

Select the file of backup device fiod the backup destination. Vou can create
backup devices for fequenthy uzed fles.

The folder will default to the SQL backups folder, previously used for other backups.

Name the file PREYYYMMDDFO.bak (Naming conventions can vary from organization to organization,
so itis important to ensure that the name matches the appropriate convention and is easy to find. This
name makes it very easy to find PRE20200215F0.bak indicates the date and the backup was made).
Click OK all the way back to the backup form.

Click OK one more time to launch the backup.

The backup begins.

When completed (this can take minutes to hours depending on the database size and server speed).
There will be a dialog stating it completed successfully.
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During Failover

Moving from ACTIVE to STANDBY servers

Itis recommended to log in to both the Active and Standby servers via remote sessions to have access to both servers
on the same workstation.
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Be sure that all staff members are ready to failover, that no one is handling a high priority event. Give everyone notice
that the failover process is starting and that this will impact operations temporarily.
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Stop Active Server - From the BOTTOM UP
When ready to fail over on the ACTIVE Server:

1. Right-click and STOP the FEP. The receiver will begin to indicate the break between the receiver and
automation.

2. Right-click and STOP ALL on the Broker. This stops all Manitou related services underneath it.

3. Right-click and STOP the Logger. This is the last to close out to ensure all logging happens.
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Start the Standby Server - From the TOP DOWN

When ready to fail over, on the STANDBY Server:

Right-click and START the LOGGER.
Right-click and START ALL on the Broker.

3. Right-click and START the FEP. The receiver will stop complaining about the break in communications at this
point. Check the FEP Commander for signaling.
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Broker

Operators may log back into Manitou and begin processing alarms again.
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VERIFY Signaling
Verify all receivers are UP and sending signals into Manitou.

1. Double-click the FEP commander icon on the new Active server.
2. Letall the receivers have a moment to receive signals and confirm their status.
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After Failover

VERIFY History and Signaling in Manitou
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Once signals are being received and Operators are handling alarms again, it is time to “gut check” the customer history
to ensure that current and past history shows properly. Find and load a customer record containing a lot of historical
activity and load the activity log. Verify history back: 1 month, 6 months, and 1 year.
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Now that the historical data has been confirmed going as far back as 1 year is there, the failover can be
considered a success and Replication can be rebuilt.
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Restarting Replication the other direction

NO NEED TO RUSH! Take a breather. Let things settle for a moment. Now that the system is safely and
confidently switched over, replication is broken by SQL Server. The DB Manager 2 will show this is the case.
It is not necessary to rush to restart replication. Let things run for a bit and see that there are no other
challenges from the failover. Then start rebuilding replication.

To rebuild replication:

1. Return to the DB Manager 2 and load the configuration again if the application was closed.
2. Find the new Active database in the list.
3. Click Make Primary.

Distribution Agent
Distribution Agent Latency: 00:00:03 Distribution Agent
Latency: 00:00:01 3 transaction(s) with & command(s) were delivere Latency: 00:00:03
32 transaction(s) with & command(s) were deliverea. 1 transaction(s) with 1 command(s) were
v l
- - -
B —J —

ITOUDBOZ.N 0 MANITOUDBO03.MANITOU DR-DATA.sonihartford
Make Primary Make Primary

4. Thereis no other action to take after Make Primary. It is just good practice to keep an eye on it as it processes.
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